
Red Team Debrief

International CDC - Feb 2026



Red Teamers

<Names/handles go here>

LOL no that's too much to list -mejaredbrees

Our mascot though:



Most Common Exploit

DEFAULT CREDS

ZeroLogon (CVE-2020-1472)



AD CS (ESC1) attack(s) - 
next screen is fullscreen…





Registration  made Domain Admins!



AD access - learning the groups



Registration  made Domain Admins!



Default Flask SECRET_KEY of ‘cdc’ ~25% of 
teams

I can just become “Administrator” on mgmt

Had a script that checked if it worked.
Then set the password to “Password1234!”



When SSH broke - pivot through AD
Sometimes password not needed?

Had to fix/break IE, install Firefox, PuTTY, etc.

Was on this box for a long time unnoticed



RDP problems and missing flags

Ports not available/open from network

Servers unable to reach your AD controller for authentication

CredSSP/NLA problems



Earnback problems (several slides)



Earnback problems (several slides)



Earnback problems (what we want, ideas:)

Tool name

Tool name



Earnback problems (what we want, ideas:)



Phishing page - gave console 
access/iScore/vCenter



Phishing page - gave console 
access/iScore/vCenter



Phishing page - gave console 
access/iScore/vCenter


