
Red Team Debrief
ISU1 - Oct 2026

Professionally unprofessional.



So much AI usage…
We do not want to read thousands of words of earnbacks…
Quantity does not equal quality.

AI Everywhere



Think about what AI is leaving behind, we found keytabs, shadow, and more.

AI leaves so much garbage



And it did for us too

AI leaves so much garbage



AI is everywhere

Opencode sessions on DB



Most Common Exploit

● Default Creds!!!!!

● PAM backdoor

● SetUID for bash

At 8:01 AM…



PAM Backdoor
We lost access, but your machines told 
us the new creds :)



Nice Website You Got There

- Added an index.html file to /var/canvas/public
- Functionality was still there, but users had to go to the login 
endpoint



Nice Logging!
There was a lot of logging in earnbacks, which helped 
answer the 5 W’s:

WHO 
WHAT 
WHERE
WHEN
WHY



v

Questions?
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